
Cryptocurrencies, Systematic Literature
Review on Their Current Context and

Challenges

Yeray Mezquita(B), Marta Plaza-Hernández, Mahmoud Abbasi,
and Javier Prieto

BISITE Research Group, University of Salamanca, Edificio Multiusos I+D+i, Calle
Espejo 2, 37007 Salamanca, Spain

yeraymm@usal.es, martaplaza@usal.es, Mahmoud.abbasi@ieee.org, javierp@usal.es

Abstract. The financial crisis of 2008 breached society’s trust in banks
and centralized financial institutions. Bitcoin appeared as a response to
those transgressions, proving that the blockchain technology it imple-
ments is reliable. Since then, this technology has become widespread in
the form of new cryptocurrencies and an increasing number of people
have begun to invest in them. In the absence of a body to regulate the
cryptocurrency market, users play with and encourage the fluctuations
in their price, causing them to be treated as investment assets rather
than transaction assets. This work carries out and then discusses a sys-
tematic study of the state of the art and of the general challenges faced
by cryptocurrencies.
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1 Introduction

The 2008 financial crisis breached the society’s trust in banks and centralized
financial institutions; these entities led to the crisis by lending large sums of
money while keeping very little in reserve [11,18]. Bitcoin emerged in 2009, in
response to those transgressions. Its solution was a currency that could operate
without a central authority [41]. Bitcoin comprises a series of cryptographic
protocols that completely transform the process of making transactions. Thus,
these protocols have brought the financial system one step closer to a truly
democratic economy constructed by the community [8,22,26,36,51].

Due to the relative immaturity of blockchain technology, cryptocurrencies
face technical issues such as network latency, network governance, transaction
load, etc. Besides, while the appearance of a truly democratic economy is one of
the strengths of using cryptocurrencies, it can also become the biggest problem
for their adoption. In the absence of a body to regulate cryptocurrencies, users
play with and encourage the fluctuations in their price, causing them to be
treated as investment assets rather than transaction ones [14,19,29,43,49,55].
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This article provides a systematic review of the general challenges faced by
cryptocurrencies and their underlying technologies, which helps in organizing the
works previously done in the literature. Everyone interested in using cryptocur-
rencies, in any kind of way, will find this work useful, because it will help them
to understand the challenges, at any level, that cryptocurrencies are facing.

Following the introduction, Sect. 2 presents the methodology used for the
systematic literature review. In each of its subsections, it is presented the dis-
cussion on each of the research questions that have arise in this study. Finally,
Sect. 3 concludes this work.

2 Proposed Framework

In this work, a systematic review of the literature [2,42] is carried out regard-
ing the use of cryptocurrencies, the general vulnerabilities they face, and the
cryptocurrency-related crimes that it is possible to commit with them. To achieve
our goals, we have proposed the following questions to be answered during our
study:

– Q1: What research has been carried out previously in the literature regarding
the use of cryptocurrencies?

– Q2: What are the vulnerabilities that affect the adoption of cryptocurrencies?
– Q3: How are crimes committed with crypto affecting the global socio-

economic ecosystem?

For the purpose of this study, we have used the following scientific databases
to search for articles: ScienceDirect, IEEE Explore, ACMDigital Library, and
Springer-Link. Given that the Google Scholar results consisted mostly of articles
that had not been peer-reviewed and that were not related to our study, this
source has not been considered.

We have identified 4 keywords that are relevant to the topic of our study:
Blockchain, Cryptocurrency, Challenge, and Adoption; each of these keywords
is represented by the following search strings:

– Blockchain: (“distributed ledger technology” OR blockchain*)
– Cryptocurrency: (crypto* OR cryptocurrency*)
– Challenge: challenge*
– Adoption: adopt*

To obtain relevant works stored in each database, four queries have been
carried out with the combination of the above keywords and search strings:

– SS1: Blockchain AND Cryptocurrency AND Challenge
– SS2: Blockchain AND Cryptocurrency AND Challenge AND Adoption
– SS3: Cryptocurrency AND Challenge
– SS4: Cryptocurrency AND Challenge AND Adoption

All publications available in the databases that matched the search criteria
and had been published no later than May 2020, were included in this study.
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2.1 Q1: What Research Has Been Carried Out Previously in the
Literature Regarding the Use of Cryptocurrencies?

This question has been asked to motivate the study of this work. We propose
two new questions associated:

– RQ1.1: Has the possibility of mass adoption of cryptocurrencies been suffi-
ciently studied?

– RQ1.2: Is it justified to carry out this study despite what has been done
previously?

To find an answer to RQ1, a study has been made from papers that have
addressed the topic of the use of cryptocurrencies from different perspectives.
All the works that do not make a review of the challenges of the cryptocurrencies
or a study of the value that their features provide have been excluded from this
section.

In [10] and [53] a review of the fundamentals of cryptocurrencies is shown.
These reviews indicate that the risks of buying cryptocurrencies lie in the absence
of a legal basis, which prevents the excessive price fluctuations to which they are
subjected daily. It also shows how the possibility of wallet theft is real, and
that cryptocurrencies are often used for money laundering and illegal activities.
In [35] it has been studied the frameworks proposed in the literature for the
prediction of cryptocurrency prices. The conclusion reached by the study is that
the prices are still dependent on the opinion of influencers that can manipulate
the prices and the regulation of the governments.

In [30] a review has been made, although only on Bitcoin, of the most rel-
evant aspects that affect the confidence of the users in that cryptocurrency. It
is stated that cryptocurrencies rely on three technological elements: blockchain
networks, cryptocurrency wallets, and exchange platforms. From those three con-
structs, 11 attributes have been detected as capable of building trust in investors,
from which there are three that are the most relevant: the number of transfers
made, the immutability of the blockchain, and the openness of the platform. The
transfers made with a cryptocurrency are related to the usability given in its eco-
nomic ecosystem. The other two attributes are related only to the technology
used: openness creates transparency and immutability creates accountability.

Eyal [13] has studied the challenges that cryptocurrencies face in terms of
resources spent, user privacy, and the risks of using smart contracts. To optimize
the number of resources spent, a small review of the alternatives in the consensus
algorithms is made, also addressed in works such as [49]. In addition, it has been
studied the options of working off-chain and using a layer of software that works
over a blockchain network. Regarding the improvement of the users’ privacy, it
is proposed the mixing of transactions to avoid their traceability (e.g. through
token ring signatures), and the use of cryptographic keys called Zero-Knowledge
Proofs (ZKP) [45]. In [15] the alternatives that exist when dealing with the pri-
vacy of the identity of users and the transactions carried out have been studied
also. This study concludes that the methods have limitations, for example, ZKPs
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require a lot of computing power. Besides, the possibility of complete privacy car-
ries the risk of users abusing it and committing crimes that states cannot punish.

From this sub-section, it can be summarized that the biggest disadvantage
cryptocurrencies face is the fluctuation in their price, which prevents them from
being used daily. However, they are still being used in illegal activities, such as
money laundering and drug dealing, a problem that the legislation must tackle
through regulation [5,50], as has been stated in numerous works of the liter-
ature [4,46]. Besides, it has been studied how distributed networks challenge
existing legal mechanisms of allocating responsibility, concluding that collabo-
ration between legal scholars and technological developers is necessary [5], and
answering RQ1.

Finally, regarding RQ1.1 it has been shown that there are works that study
the cryptocurrencies’ flaws and aspects that influence the mass adoption of this
market. But, it is no work in the literature that put them all together, being the
justification of this paper’s study asked in RQ1.2.

2.2 Q2: What Are the Vulnerabilities that Affect the Adoption of
Cryptocurrencies?

In the Sect. 2.1, it has been found the economic implications of the fluctuating
nature of cryptocurrency prices. By answering Q2, we seek to identify what are
the factors that allow those fluctuations and are harmful to the mass adoption
of cryptocurrencies [52]. In this subsection, we will focus on the works whose
studies point out types of vulnerabilities and problems that affect the use of
cryptocurrencies as transactional assets.

Because of the fluctuating nature of the cryptocurrencies’ price, there have
been numerous articles that have tried to find a pattern in it [35]. In [44] it is
mapped the change in features on users and network activities to understand
the dynamics of the Bitcoin cryptocurrency. To analyze the results it has been
proposed a machine learning model to predict the changes in the prices. This
model is based on the computed correlation between features such as hash rate,
number of users, transaction rate, the total number of bitcoins, and price. Fol-
lowing that trend, in [1] has done an analysis of the factors that impact the
adoption decision of a cryptocurrency, along with the impact of those factors
based on the quantification of users’ judgments. That manuscript suggests that
the users of cryptocurrencies are influenced by economic, technical, social, and
personal factors. From the defined factors, it was found that the top criteria
used by the investors were the investment opportunity, subjective norms, busi-
ness acceptance, privacy, and global attention. Being the economic and social
factors as the general rules.

However, the problem observed from the review carried out is the little infor-
mation that society has about how to use cryptocurrencies and the technology
on which they rely. Most of the attacks are due because users are not careful
enough with their passwords for their wallets, and how to store them, not because
of the technology [16]. E.g. some of the recommendations on how to anticipate
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this kind of problem are not to reuse wallet addresses, to introduce new address
types using stronger hashing and signature schemes, etc.

There have been cases of coin theft via smart contracts, like in the case of the
DAO attack [32]. Due to a vulnerability in the code of the smart contract, it was
stolen millions of dollars in Ether. As for this kind of problem, users must make
sure that these smart contracts had been previously audited correctly, before
being deployed in the corresponding blockchain network [7,31,33–35,37–40,40].

Exchanges are the most widely used gateway to bring users closer to the
main cryptocurrencies and the great risks users are facing when investing in
them. Attacks on exchanges created a strong alarm in the community, as they
have been the main gateway for users (although mostly speculative investors).
Because of that, [23] has proposed an economic model to capture the short-term
incentives of cryptocurrency exchanges concerning making security investments
and establishing transaction fees, which would help to build the trust of the users.

While blockchain technology has been created with the intention of replacing
the current, centralized financial system, authors of [21] claim that blockchain
technology is capable of replacing intermediaries while ensuring the security of
other kinds of platforms. Although this technology offers resistance to traditional
cyberattacks, hackers have developed new forms of cyberattacks, specifically
targeted at blockchain technology [6,17,25,27,36].

There also exist vulnerabilities regarding the anonymity of the users that
use cryptocurrencies. In [28] the issue is developed in terms of the regulation
advantages and drawbacks that pseudo-anonymity currently has in the Bitcoin
ecosystem. While studying also the risk that genuinely anonymous transactions,
for example in terms of illegal activities, like money laundering or drug dealing,
would entail.

From this subsection, it can be concluded that cryptocurrencies are seen by
the users as investment instruments, and not as transactional ones. It has been
shown that by using artificial intelligence models, patterns in price fluctuation
can be predicted over a week, which helps speculation and avoid its mainstream
adoption as a transactional asset. Another economic aspect is that investors tend
to keep the social aspect in mind, what others think of a cryptocurrency, more
than the technology behind it. On the other hand, it can be concluded that one
of the ways to resist high speculation is a healthy economic ecosystem underlying
a robust network of nodes [1,44].

Many of the studied papers talk about the technology behind a cryptocur-
rency as one of the most important features to determine its price. The high-
lights in this respect are the network of nodes that ensures the immutability
of the blockchain; the transparency that is obtained from a network of nodes
governed in a distributed manner; and the cost of keeping the network oper-
ational [39]. However, the price also depends on the economic ecosystem sur-
rounding a cryptocurrency. However, it has been found that most of the users are
speculative investors and not people with real intentions to participate actively
in those ecosystems. Therefore, factors such as visibility in social networks and
the use given to a cryptocurrency are strongly related to its market capitaliza-
tion [1,35,44].
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2.3 Q3: How Are Crimes with Crypto Affecting the Socio-economic
Ecosystem in the World?

Due to the pseudo-anonymous character of crypto, many illegal activities take
advantage of it in the dark web [3,48]: money laundering, purchase of weapons
and drugs. This is a characteristic of cryptocurrencies that makes them be tar-
geted by states and has caused the prohibition of their use in some of them.

In the literature, studies have been carried out on the social ecosystem of
the dark web in the market for illegal substances. In [50], it has been made an
exploratory study on how New psychoactive substances (NPS) are being sold
with the help of cryptocurrencies. Another legal problem arises when financial
scams appear in the cryptocurrency market. It is demonstrated in [24], with a
proposed detection system, that the pump-and-dump schemes happen and may
be detected by examining real-world use cases. Given that this kind of scams
should be penalized by law to help protect investors.

To tackle the previously mentioned problems, cryptocurrencies as structures
that are designed to circumvent the regulation can always be prohibited. To
avoid prohibitionary solutions, a combination of established and novel concepts
for regulating new technological phenomena could be implemented [12]. That’s
the case of Gibraltar, which is regulating DLTs also as a competitive tool and a
means for creating new public value. The study carried out in [46] contributes to
the emerging view of smart regulation as an enabler and protector rather than
an inhibitor and obstacle in areas of rapid innovation.

Right now it is unclear whether or not regulatory approaches based on prin-
ciples rather than hard rules, like in the case of Gibraltar, would be practical
only for small and highly agile jurisdictions. In [54] it is stated that a mix of
soft law and hard law tools is needed for a successful regulatory framework.
Those tools will help install sandbox regimes for a transitional period and at the
same time inform about the legal consequences of participating in distributed
ledger technologies that lack clear structures of responsibility. As another exam-
ple, in [20] is stated that virtual currencies pose a serious threat to be used for
money laundering, and by so, weakening the European Union’s financial system.
That’s why directive (EU) 2018/843 (the fifth anti-money laundering Directive)
intends to mitigate these risks by introducing a definition of virtual currencies
within Union law.

Regulating, not only helps protect investors from fraudulent token issuers
but also helps to fulfill other worthwhile goals, such as providing additional
funding for small to medium-sized enterprises and financial inclusion [47]. In the
Initial Coin Offering (ICO) area, [9] has stated that ICOs must be regulated,
because a ban in that area, may stifle the innovation and is not conducive to the
development of FinTech and blockchain technology.

According to [5], it is stated that current General Data Protection Laws are
a challenge to distributed networks. Nodes of a blockchain network, according
to article 26 of the General Data Protection Regulation (GDPR), are obliged
to determine their respective responsibilities. Therefore, a solution to allocating
responsibility for data protection in distributed networks lies outside the GDPR.
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Using the Bitcoin network as an example, the transfers stored constitute personal
data within the meaning of Article 4(1) GDPR, because the users behind these
transfers are identifiable via their Bitcoin address(es). Also, full nodes qualify
as establishments under Article 3(1) GDPR and the Bitcoin network provides
a service within the meaning of Article 3(2)(a) GDPR to data subjects in the
EU. Therefore, it is concluded that the data processing carried out within the
Bitcoin blockchain, and therefore in the rest of the cryptocurrency blockchains,
falls within the material and the territorial scope of the GDPR.

By answering Q3, it has been found that the most effective way to tackle the
challenges posed by crypto and DLTs is by applying a sandbox of a mix of soft
laws and hard laws to the legal framework of a country. This way it is possible
to regulate the activities carried out, protecting investors and impeding crimes
like laundering fraud, while allowing innovation in the area. Which could lead
to a potential replacement of the current financial system.

3 Conclusion

The capitalization boom of the cryptocurrency market has contributed to the
increase in the number of them. Each one of the cryptocurrencies is supported
by a DLT platform, whose technology builds user trust in the cryptocurrency
and therefore contributes greatly to its value. This work provides a systematic
review of the general challenges faced by cryptocurrencies and their underly-
ing technologies. Focusing on answering three research questions: (Q1) What
research has been carried out previously in the literature regarding the use of
cryptocurrencies? (Q2) What are the vulnerabilities that affect the adoption of
cryptocurrencies? (Q3) What crimes are being carried out with crypto that poses
a threat to its adoption?

From the studies related to Q1, it can be summarized that it has been stated
in numerous works that cryptocurrencies need some kind of regulation. Because
although they face great fluctuations in their price, they are still being used
in illegal activities, such as money laundering and drug dealing. Besides, it has
pointed out how distributed networks challenge existing legal mechanisms of
allocating responsibility, concluding that collaboration between legal scholars
and technological developers is necessary.

Works related to Q2 point out how the technology behind a cryptocurrency
is one of the most important features to determine a cryptocurrency price. The
highlights in this respect are the network of nodes that ensures the immutability
of the blockchain; the transparency that is obtained from a network of nodes
governed in a distributed manner; and the cost of keeping the network opera-
tional. However, the price also depends on the economic ecosystem surrounding
a cryptocurrency. Therefore, factors such as visibility in social networks and
the use given to a cryptocurrency are strongly related to its market capitaliza-
tion. In addition, through this study it has been found that the illegal activities
contracted with cryptocurrencies are not only related to money laundering: pro-
curement of illicit services such as distributed denial of service attacks; malware



Cryptocurrencies, Systematic Literature Review 169

binaries; botnets; and the purchase of illegal products including weapons, drugs,
and falsified or stolen documents.

By answering Q3, it has been found that the most effective way to tackle the
challenges posed by crypto and DLTs is by applying a sandbox of a mix of soft
laws and hard laws to the legal framework of a country. This way it is possible
to regulate the activities carried out, protecting investors and impeding crimes
like laundering fraud, while allowing innovation in the area. Which could lead
to a potential replacement of the current financial system.
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46. Scholl, H.J., Boĺıvar, M.P.R.: Regulation as both enabler of technology use and
global competitive tool: the Gibraltar case. Gov. Inf. Q. 36(3), 601–613 (2019)



172 Y. Mezquita et al.

47. Tjio, H., Hu, Y.: Collective investment: land, crypto and coin schemes: regulatory
‘property’. Eur. Bus. Organ. Law Rev. 1–28 (2020)

48. Todorof, M.: Fintech on the dark web: the rise of cryptos. In: Era Forum, vol. 20,
pp. 1–20. Springer, Berlin (2019)
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